ILA-KOREA
20241 =7 AytrEe] 3 A Se]

staio| I 1ok $g,

ol
=
3

Al | 20244 2E 292 (=) 09:30-17:50 (O|= 2HEH)

4 | Z2jo|X Eo|A HINE M2 (HHEE 135)
http://www.fpns.co.kr/meeting-event/namdaemun-room

FA| | NAZHHES| 22 E (ILA-KOREA) http://www.ilakorea.or.kr/

22l | M2 SEOMHAHTA http://www.asianlaw.re.kr

(Af) OLA|OF=2H|HEHH A S| (DILA-KOREA) http://www.dila-korea.org/

International }ﬁgﬁf&%‘éﬂm u DILA- KOR EA
. . Develoy nt of Inter
Law Association Korean Branch http: //vr:lww dlla korea org




N
o
N
<
Ll
o
O
y
<
=

February 29, 2024 (Thursday)

7=

09:30 - 10:00

ke

olnfat:
- 0] (ILA-KOREA Sl H/olsirhstm watH e

A

=)

oH

-

=
[=]
=

b SR ol B

. “%5

H1MM
> Al2):

10:00 - 11:00

- 0| &3] (ILA-KOREA Hoi|2|

»
HEHE

b

of FIIX|I™ 2

=7toi i

=
S

XH
o

HEFIHEO 7 [L| THAY)

OF&424 1|
I H T

- 0J37! (% (3) e =

HI2M|M
> AFSl:

11:00 - 12:00

R HD AL

)

(

29| 2ojcetm A7)

-
2

- YA

Chet

: “LE1OFlE A of Ao

> ANHEE:

2m)

 0jfolxyHIE] 2

I.



232t of3H”

t

=

oy
o

=HEA Yo

b

[

e

TH(lus cogens)of| CH

H|of] ch

o
o=

1o Z/M

o
[==

.l

- O|&¢| (ILA-KOREA ©™

11} |zl =S4t

[m]
=

t=9| oF

[

e
> ANEE:

o
HI3MM
> ALS|:

12:00 - 13:00
13:00 - 14:00

ul=)

b~

o1 X=)
shel

- 0|42 (ILA-KOREA =|Z/Qlstrhetl oM ZECh

o

o
of ciet SXIE 72| Z AR E2rE”

e

ol ket |= 2 (KIOST) o

-
ot

H(

o
SAIS(Al) ZAE 2E 78 7

A

—

=
[

“AfO[EH tE R} I H|AtS] 2] TH
o

H
- 0|7+ (ILA-KOREA

HaMM

> ALS]:

> XHEE:
- O M[& (
HI5M|M

> AbS:

14:00 - 15:00
15:00 - 16:00



v
Ral
0x o
Hm
rhu

- ANB (FYRCHsD Hatn 14
- BHapet (HRHQI(R) BN HSAY

16:00 - 17:00

International International
Law A iati Law Association
aw ASSocC1ation Korean Branch

HeAMM

> Al2:

- Ml (ILA-KOREA 23|&/M 218ty |amstu 7| a2 E 8]

>
887 (20l0j HEARA ChEESAN

; 6101 OFS /Bt OS] AR B

i

”»

MY

- UEF (FTCEIATAR dZEe)

: “IHCHE[2A o 2 (B2l 2H”

o

- MY4 (M2CHstn 2N EAHHME] He)
. u%}”Al"ﬂél‘ ng-l I_'|-o|-_[__|I_I-IO| j(H %FE/EI@EHlel A7:” _'_X_””

> XHEE:
- O|FA (Srtrhstn HEHM B SRl Wm4)
- DR (NSCTHtR HHLC st D4)

C’a DILA-KOREA

Development of International Law in Asia

http://www.dila-korea.org



I SAVE THE DATE

ANNIVERSARY
1964-2024

International International
Law A A Law Association
aw Association Korean Branch

http://www.ilakorea.or.kr/

THE ASIAN CENTURY? FACT OR FICTION:
LEADERSHIP IN PUBLIC DIPLOMACY AND INTERNATIONAL LAW

DATE: JUNE 10-11, 2024
VENUE: SEOUL, KOREA (TBC)
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INTERNATIONAL LAW
— ASSOCIATION =—

81 BIENNIAL INTERNATIONAL LAW CONFERENCE
ATHENS, GREECE: 25 - 28 JUNE 2024

- ILA Committees (19):
https://www.ila-hg.org/en/committees

Alternative Dispute Resolution in International Law
Business and Human Rights

Comparative Diplomatic and Consular Immunities Privileges and Inviolabilities
Enforcing the Rights of Children in Migration

Global Health Law

Human Rights in Times of Emergency

International Law and Sea Level Rise

International Migration and International Law
International Monetary Law

International Protection of Consumers

International Securities Regulation

International Tax Law

Protection of People at Sea

Rule of Law and International Investment Law
Safeguarding Cultural Heritage in Armed Conflict

Space Law

Submarine Cables and Pipelines under International Law
Urbanisation and International Law - Potential & Pitfalls
Use of Force: Military Assistance on Request

- ILA Study Group (1):
https://www.ila-hqg.org/en/study-groups

International Law of Regional Organisations
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Alternative Dispute Resolution in International Law
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Space Law
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S0 HHA YAHAAL B3N
German Universal Jurisdiction Practice and Accountability of the North Korean
Human Rights Crimes!
ARE/ BEUSL W D4 N FAUNE 2%
1. B3 @Ay ZA|FAMH (International Criminal Accountability)
L1 3AAUNE Amo] ot WY
L AESHIH RALY Y 8] (Commission of Inquiry on Human Rights in the Democratic
People’s Republic of Korea: o|s} COl)= B IAE S 55t QUAls] Afho] Egto] &
T3t "Qlmof whole F7HHE"ebs A4S YPAISIITH AMAAY COI Y13 dlojst HHA
A
ES

A7) TS E3 Bt AUAR A gt YA FaAYIS Poiw 5T

1.2 50 SSRIHZAIYUS] B0 Y&

<0 QI HoJAE] = 2013 34 21Y AfESH Aot 22/1355 Eofl St oist {0 A#
AR E AAoTh 20149 2 Y¥s]= SStolA ARRREl Qe AE, ARl wofgh
AE, e, AEY DA IEL AA-E QS GAREA 20 gE wel, 719 A olF
A AE, 12 19 ARl 7] 710} (famine) AR E fEshe & Ao Oigt A A
S ASIEL, olE HigoR A= &5 A HdiYe 2AAo|n FHYSE
(systematic and widespread) =78 %] (State Crime)o|n] ZA|FAIH I ZA|FAR| T A 2
O g0l PAIE "Qlwof ®lsts W79 YA /d g SEITHL YAISHAT

COI Y3l "3t 2Q 7HeiAso7 AL S d556] 22 & UA=es /A L8y
o|ALE] 7} B3tE FAAIFAMNT A &Rk Wty fello] 1 fal AHAmA 22 £ |
TAE HYsto] F53F A M LY AL dUSIAT. {4 HHAEAFo|ANE] = AANHA|

wato] et A FAALS BA U1 9

2. ¥HA I3y o]5f] (Universal Jurisdiction)
HHA FArtddolst siAdHZo] HASE o] Fgoldut QlRof theh mshe] AAd e
of molxt U majxte] 2H P WY Fas BEstn W Yol RE R A
(hostes humani generis, enemis of all mankind)C 2 91 = o= =

U H9 ol F7EEA| J]40 MBS T & Utk A TEA BHE

SHA YTU B HA|A.

T L |

1) 2 UAl2e 20249 ILA Ste] wmgoln, =RANY S g S5 A7t 9%

2) EEA wstdo] #st mYAE ¥Al: The Princeton Principles on Universal Jurisdiction,
Princeton University Program in Law and Public Affairs, Princeton Project on Universal
Jurisdiction (2001).



AE MY Al et HaY 2 7|4 d=AES g =g = 243U =0l o5
HopSQl ARdolct. o= AHQl Mo A =Af mEirtEo] GAl MAAAE mE=AES
Ad|Qlo] 1Aasty AHQl HAAo] Z]AstHA AJATE QI

detdoz HEA HIdo] PAtE= Hale AlAtol= (FTASHA), AAHA, Q= g
St & Soltt. Z22iut AT 129, DAEE (84, SA=7F R8s, /A AR e =
cheh sgeiol digh YARIYS 21

220 H SehollM St At e tidez sgstoldl sgeiet=: ¥E gdAol ARl oigh =
sz JIFEHd o =7hEA] BEA dgdS A 4 Qdde 2 oot

9=t & @A Qolujgt BEA WEUL PAjsle ke SYojrt UL 2002 2
APARIEHA =oF fobg wbdst AT s o]sf  (Code of Crimes against
International Law: Vélkerstrafgesetzbuch-VStGB)S A|Asle] BHA AT JStHS HA|
stotict. oz =9 FH2 SAEEZE 54 AR EAZE 9t stH2te AleAtol &
g F AUt FoF, 2op oFZ Huishs 2 WA fiste AgEHZ B 4 UASS
A5t Qe

Qo REA BEA AR dste], 59 AREA
Generalbundesanwalt) ©] $AS Z3-7H=st1 EUHAY AN (Federal Criminal Police
Office: Bundeskriminalamt)o] 4=A}stct.

F=g et A #ed wele, 20229 =99 ¥do] WA HdHES Sl Algjotof
A AAZA Ql=of wheh HAE %‘43@1 Algjol Aol mauRlofAl R s AistAd
Ch3) Eodt Ao =U9o] "G dAH QW AE" ( European Center for Constitutional

)

} (Federal Prosecutor General:

and Human Rights)2He @107} msiats g cjastol Ao w84 (Complaints)g A

Fsto] 247k AIchE Aol

SAGATAL S RO oA 2S5 QAW Alelop WA & Pstolal 2

b A5 QuvAE BEA BREoR SUoA sshA MU BT 0% AAES Tt

Aet.

4. 59U PPy AEE BT 2EAUAY 74

4.1 B3to] TAWA MY

HUE 19898 Mol goro] JHUsiara, 1957 A Y YT R Aol g

5, Qlwol vsts WAl Sof vists S sk oF B 2HWA Aelo] gl 2rtolch,

u3he 4B AES Jlvstel A U 53502 Uy AEdoz wsd, AR, A

¢ HEY, £7W 52 Agste AYES st 9bd, oleid YL PEMI Az
i

7
A& ol LHQ" (systematic and widespread) 3tA o]fojX|1 9lon, &3] 7|E5wQl &
dATS Aok, dlelistn] Adshe e EHA4gH Qlwof Yok HE el tjEo]
AlAfol= W29 e Fw5] FHAZTHL ALRE o)

3) xl2]Jo} AP Ate] (Cologne Syrian Torture Trial):
T 39 Algjol HEE gdEo] 20119} 20123 7|t 5 L7tE] 84 (Al-Khatib)oll A AFR3st 5Of
st =AY §ehzl2 BHmA waHg ol = HAoA AEE w2 Aol
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S0 EAalA Yots FAE A4 4 Ak 2R
5l ARl B9 molRtE SHE 4 gl FoolE Ykl ma) FRet W wo

=2

tfjoto] ofjv] A} (Structural Investigation: Strukturemittlugsverfahern) & & 2 9
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£ 7 2EA o] ofet BUHA U WHA AU Ay AL FTAAIAA

T|O

FEa=Yol 1= AlA =Lt Hda. A Y FE, 1995.

9. PR3 Moy ol WA Roppy BAWUM het FAaE A FAo

o Hdz

O e 4oz -
41 Ho e o
—
©
o)
e

2

Collins Robert, Marked for Life: Songbun, North Korea's Social Classification
System, The Committee for Human Rights in North Korea, Washington, DC 2012.
International Criminal Court. Elements of Crimes, Hague: International Criminal
Court, 2011.

UN A/HRC/25/CRP.1: Report of the detailed findings of the Commissions of Inquiry
on Human Rights in the Democratic People’s Republic of Korea (May 2014)

Trial International. Universal Jurisdiction Annual Review, Geneva 2023.

2. =%

WA, "ol whete o] A #ged.” TRAREe=Fa, Al6ld A1, 2016.
e "SAA it REadd,” A ete=Fa, A49d A2,

ol+. "=TUY Fshglol gt AIFGAAE.” Tt AS7H A=, 2014

FEf. TSRtolA Qo] FHish lukg gt sl High AL £ TRiSESa, Al
344 Alls.

4) Section 1 VStGB.; BT-Drucksache 14/8524 p. 37 and 38
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F7HASALR2NCP) o944 AR B WH 1HD

20231 2¥€29¥ ()
o) o) ws FE

1. NCP o]ejalx Hxt

NCPE 53 ol d At thia719e 719897k ZA71%< OECD

2719 7relegklel] fmid = AL o= olsfj@AIle] NCPoll A& #1718}
a NCP7} F41(Good Office)olyt ZAMediation) 52 AaE A&t FAAZE
TN AS ERstE HAto|thd NCP ol 94l dee FF3] 78t e, F
- —”Fkﬂ i d 30-40 74 9] /\}740] AoEa Ao 20008 75 20231d 7% 2] NCP
EAAY d&gS AVYEA, Hed F 59571 F 47do] FAHNL, 20312 F7t
A7 FasiA e Ao Zjizéﬂaigtﬁ, 45712 o2 g Folth.d NCP o]9]

A Axes 71EF R JHAE YAt 1dAE ol d A He F 1A H
7Hinitial assessment), 2@AI= 4, 24 & AF3td ZAAT Fo =25 =
Bal= @A, 39A= NCPY FHITAWA 3% 5 HAasAdAolth. = NCPY
Aad A e b8 F7ke vlus] & o 24 @2 Holu, = 7199 &9
E2 9 dge] sodgE I J%"“ﬂ/ﬂ AR ZEA, AYZEA, FEGA, =F
SA 5 ol dA AL} EAo] AT Aol AThD

2. NCP ol9jild date] 543 23

NCP o]l Hat= 7149 EAS Edes HoA I A543 4 %“H
T & EANAAAet fFASEAIRE o8 SHoA olEFHE & EAN A
7FA AL JAES A A, NCP7F 7lol =2kl 9ty A3t dAys EAS 6H7éo}7]
Az =9 "o Ae AT Ade AL Ve AN I HAFH 22 AL
H71#L oy, EAFFHE At JAE grh. NCPE 7|EH o2 niAg A
1% 7 7]%Non-Judicial Grievance Mechanism)-& $33tHA A, 1 9o % 7lol=

—_

) 15 20299 59 Q1Y A47H H28o] AGY U8 ILA Aol RS I8 Y 2.

2) Lole} W5t ZA|HIAIE S “Mediation”S “ZF7]"2 WASIA|gE §t=2 NCPL o]2 ‘A o=
Wit maolAlt olslel £A1S Fol| o) ARAOE ABEHL gojol ‘A 02 Hol
01'7] 0]":4'

3) NCP o|9AlY Atz T3E ApAISH EA= https://mneguidelines.oecd.org/database/ #&
(2023944239 x| ZHE).

4) Procedural Guidance 1.C #tx.

5) dF= NCP o]9JAlA A @d&tof] Wstoj= http://www.ncp.or.kr/servlet/knep/kor/4000 A=
(2023 43€24Y x5 ).

6) NCP o|oAlg xRt EA A 2l §

2(NCP)9 7]”4 a7, rgowe,

Joll #rstol= FEst, "R F2 A0 F7FAZA
A1% (2018.2), pp 411-440 Fx.
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In recent decades, South Korea has been facing a challenge — a low fertility rate and an aging population.
According to the World Bank, the Republic of Korea has a fertility rate of 0.8 and is ranked the lowest of
fertility rate along with Hong Kong, SAR.? An increase in the aging population along with a low fertility rate
will eventually affect a nation as a whole, including the economy.? Moreover, education is also affected.
The Ministry of Education of Korea stated that a total of 3,896 schools closed nationwide between 1976
and 2022, mostly in rural areas, caused of the country’s rapid urbanization and low fertility rate.? The
government of Korea has been taking actions to respond to the aging population and low fertility rate,
such as providing childcare and encouraging parents to take childcare leave.* Nonetheless, the fertility
rate of Korea continues to leave Korea at the bottom of OCED member states for fertility rate.® In
response to the low fertility rate and aging population leading to labor shortage and an economic
downturn, the Korean government has been turning its focus to immigrants and migrant workers as a
solution. For example, the Ministry of Justice of Korea recently proposed a need for a new government
agency handling immigration affairs (“immigration agency”).® While an increase in immigrants and
migrant workers may help resolve the labor shortage and help boost the economy of the Republic of Korea,
this paper aims to assess the current legal framework in Korea regarding migrants and foreign workers in
Korea in light of international law. The question this paper asks is what are the legal obligations of Korea
in order to implement its policy in increasing the number of migrant workers and immigrants in Korea?

Korea’s Law on Immigration and Migrant Workers

Immigration experts and policymakers agree with the need for a separate agency, as proposed by the
Ministry of Justice, to handle immigration and migrant policies because these policies are being handled
by different branches of government and a centralized agency is needed to deal with all immigrant and
migrant policies.” For example, the Ministry of Employment and Labour deals with migrant workers, while
the Ministry of Education deals with international students.

First, what is the difference between migrant workers and immigrants? A migrant worker is “a person
without the nationality of the Republic of Korea who provides or intends to provide his/her labor in return
for wages in any business or place of business located within the Republic of Korea.”® An immigrant is
someone who moves into a hew country with the intent to reside in that country.® Accordingly, the

1 Fertility Rate, The World Bank (2021) https://data.worldbank.org/indicator/SP.DYN.TFRT.IN?most_recent value desc=true
(last accessed 10 Feb 2024).

2 See Sun Go, “The Effect of Population Aging on Local School Subsidies in Korea”, The Korean Economic Review Vol. 31 (1) 121-
144 (2015).

3 Tae-Yun Kim and Esther Chung, “Rural Schools Struggle to Stay Open in the Face of Dwindling, Aging Population”, Korea
JoongAng Daily, 25 January 2023. https://koreajoongangdaily.joins.com/2023/01/25/national/socialAffairs/korea-population-
aging/20230125190218762.html (last accessed 20 Feb 2024).

4 Dong-Hoon Seoul, “Population Aging and International Migration Policy in South Korea”, Journal of Korean Welfare State and
Social Policy Vol. 2(2), 73, 76-77 (2018).
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6 Hyo-Jin Lee, “Korea Could Disappear from Map if it Doesn’t Welcome More Immigrants: Justice Minister”, The Korea Times, 7
Dec 2023. https://www.koreatimes.co.kr/www/nation/2024/02/113 364581.html (last accessed 20 Feb 2024).
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9 “Immigration”, Cornell Law School Legal Information Institute. https://www.law.cornell.edu/wex/immigration (last accessed
10 Feb 2024).
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process of obtaining a visa would differ between an immigrant and a migrant worker. For example, since
2003, an Employment Permit System (EPS) was introduced in Korea which provided foreigners with long-
term visas (E-9) who are eligible to work in Korea.’® On the other hand, various visas are provided for
immigrants who have the intent to stay and reside in Korea, such as for overseas Korean that satisfy the
concerned qualification (F-4) and for permanent residence (F-5).

Recently, the current Yoon administration proposed a new visa system to encourage foreign workers to
work in Korea. The new visa system called the “Skilled Worker Points System Visa” provides foreign
employees the right to change their status to an E-7-4 visa to extend their stay. Those eligible to apply for
the E-7-4 visa are those who have worked legally in Korea for 5 years or more with the following visas: E-
9 (Non-Professional), E-10 (Maritime Crew), or H-2 (Work and Visit) visas.!!

Second, Korea enacted several laws regarding migrant workers and immigrants. For example, in 2014, the
Immigration Act was passed to deal with safe border controls through immigrant control.'> Moreover,
the Act on the Employment of Foreign Workers was enacted in 2003 that aims to “achieve the smooth
supply and demand of manpower and the balance development of the national economy by
systematically introducing and managing foreign workers.”*3 The Act Concerning the Employment Permit
for Migrant Workers (EPS Act) prohibits discrimination against foreign workers and protects foreign
workers from any human rights violations.* Nonetheless, reports show that migrant workers are still
exposed to human rights violations, including but not limited to working excessive long hours, having their
wages withheld, and experiencing high levels of verbal and physical abuse in the workplace.®®

With a quota increase of foreign workers and immigrants, the question is whether Korea is ready to accept
an increase in migrant workers and immigrants taking into consideration the ongoing human rights
violations. This paper will briefly explain how Korea is complying with its human rights obligations
regarding migrant workers and immigrants, and what needs to be done to be ready for the new changes
in policy.

International Legal Issues on Immigration and Migrant Workers

International migration law deals with the movement of persons across borders, and within international
migration law exists various sources of law including the Convention relating to the Status of Refugees
(1951); the International Convention on the Protection of the Rights of All Migrant Workers and Members
of their Families (1990); the Protocol against the Smuggling of Migrants by Land, Sea and Air,
Supplementing the United Nations Convention against Transnational Organized Crime (2000); and the
Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children,
Supplementing the UN Convention Against Transnational Organized Crime (2000). Moreover, most human
rights treaties such as the International Covenant on Civil and Political Rights (1966) and the International

10 Seung-Cheol Jeon, “Foreign Workers in the Korean Labour Market: Current Status and Policy Issue”, BIS Papers No. 100, 209,
210.

11 Hyun-Woo Nam, “Korea to Expand E-7-4 Skilled Worker Visas to Address Workforce Shortage”, The Korea Times, 24 August
2023, https://www.koreatimes.co.kr/www/nation/2024/02/113 357742.html (last accessed 10 Feb 2024).

12 |mmigration Act (2014), Art. 1.

13 Act on Foreign Workers’” Employment (2003), Art. 1.

14 Act on Foreign Workers’ Employment (2003), Chapter IV.

15 Amnesty International, “South Korea: ‘Migrant Workers are also Human Beings’”, August 2006.
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Covenant on Economic, and Political Rights (1966) are relevant to migration.® Compliance with such
international treaties is of utmost importance for Korea to increase its quota on foreign workers and
immigrants in response to recovering the economy due to the labor shortage caused by low fertility and
the aging population. This paper provides a brief discussion of the International Convention on the
Protection of the Rights of All Migrant Workers and Members of their Families (Migrant Workers
Convention). While the Republic of Korea is not a party to the Convention, it is crucial to understand the
fundamental principles and rights of migrant workers as they are taken from the basic instruments of the
UN concerning human rights including the UDHR, ICCPR, ICESCR, the CEDAW, CRC and the CERD, of which
the Republic of Korea is a party to.

The Migrant Workers Convention aims to protect the rights of all migrant workers, including their family
members. Family members include “persons married to migrant workers or having with them a
relationship that, according to applicable law, produces effects equivalent to marriage, as well as their
dependent children and other dependent persons who are recognized as members of the family by
applicable legislation or applicable bilateral or multilateral agreements between the States concerned.”?’
According to the Migrant Workers Convention, both migrant workers and their family members are
granted human rights such as the freedom of movement (Art. 8); protection by the State against violence,
physical injury, threats and intimidation, whether by public officials or private individuals, groups or
institutions (Art. 16); and the right to take join freely any trade union and any such association as aforesaid
(Art. 26).

What is fundamentally important from the Migrant Workers’ Convention is the protection of the rights of
migrant workers at their workplace. According to the report by Amnesty International, there have been
human rights violations including (1) discrimination in freedom to seek work; (2) health and safety at work;
(3) lack of mandatory health insurance for women migrant workers; (4) pay; and (5) violence and abuse
in the workplace.’® For example, the Migrants’ Trade Union argues that foreign workers are restricted
from moving workplaces and also forced to “endure low-paid, highly-intense and dangerous labor for long
hours.”*® Moreover, another fundamental principle derived from the Migrant Workers’ Convention is the
protection of rights of family members. If the Republic of Korea wants to increase the flow of foreign
workers and immigrants, it must take into account their family members. Currently, the Republic of Korea
provides the F-3-1 visa which is for unmarried minor children and spouses recognized from D-1 to E-7
visas, which ultimately excludes those migrant workers who obtained their visas via the EPS system (E-9).

While increasing the number of foreign workers and immigrants would be helpful to overcome the labor
shortage and help boost the economy caused by the low fertility rate and the aging population, it is equally
important to recognize the international obligations of Korea to provide and protect the rights of migrant
workers and immigrants in Korea, and also the family members. One key recommendation for the
Republic of Korea is to become a party to the Migrant Workers’ Convention as it is an important treaty
regarding migrant workers. It would be paradoxical for Korea to increase the number of migrant workers
but not ratify the Migrant Workers’ Convention.

16 Vincent Chetail, “Sources of International Migration Law”, Foundations of International Migration Law (edited by B. Opeskin,
R. Perruchoud, J. Redpathcross) (CUP 2012).

17 International Convention on the Protection of the Rights of All Migrant Workers and Members of Their Families (18 Dec
1990), Art. 4.

18 Amnesty International, “South Korea: ‘Migrant Workers are also Human Beings’”, August 2006.

19 Jae-Hyuk Park, “Korea Searches for Better Ways to Embrace Foreign Workers”, The Korea Times, 1 Jan 2024.
https://www.koreatimes.co.kr/www/tech/2024/02/129 365596.html (last accessed 10 Feb 2024).
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As of 2022, several significant cybersecurity policies and laws have been enacted or proposed

internationally. Here are some notable ones:

Types of cybersecurity attack that North Korea demonstrated

Financial Cybercrime: North Korean hackers have been involved in financially motivated
cybercrimes, such as hacking banks and cryptocurrency exchanges to steal funds. One prominent
example is the 2016 cyber heist targeting the Bangladesh Central Bank, where hackers attempted

to steal nearly $1 billion (though most of the attempts were thwarted).

Espionage: North Korean cyber operatives have conducted cyber espionage operations targeting
governments, military organizations, and businesses. They have been known to steal sensitive

information and intellectual property for espionage purposes.

Destructive Attacks: North Korea has been attributed to destructive cyberattacks aimed at
disrupting systems and causing damage. For instance, the 2014 Sony Pictures Entertainment hack,
allegedly carried out by North Korean hackers in retaliation for a film depicting the assassination

of Kim Jong-un, resulted in significant data breaches and disruption to the company's operations.

State-Sponsored Cyber Operations: The North Korean regime is believed to sponsor and support
various cyber units within its military and intelligence agencies. These units conduct cyber
operations to advance the regime's strategic interests, including targeting political adversaries and

supporting espionage efforts.

Case

SolarWinds Supply Chain Attack (2020-2021): This sophisticated cyberattack targeted SolarWinds,
a software vendor used by numerous government agencies and businesses worldwide. Hackers
inserted malicious code into SolarWinds' Orion software updates, allowing them to access the
networks of SolarWinds' customers, including various U.S. government agencies and major

corporations.

Colonial Pipeline Ransomware Attack (2021): Colonial Pipeline, one of the largest fuel pipeline
operators in the United States, suffered a ransomware attack that disrupted fuel supplies along
the U.S. East Coast. The cybercriminal group DarkSide was responsible for the attack, which led to

fuel shortages and significant economic impacts.
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Microsoft Exchange Server Vulnerabilities (2021): Multiple zero-day vulnerabilities were discovered
in Microsoft Exchange Server, a widely used email server software. These vulnerabilities,
collectively known as ProxyLogon, were exploited by threat actors to gain unauthorized access to

email accounts, install malware, and steal sensitive information from organizations worldwide.

JBS Foods Ransomware Attack (2021): JBS Foods, one of the largest meat processing companies
globally, suffered a ransomware attack that disrupted its operations in North America and
Australia. The cybercriminal group REvil (also known as Sodinokibi) was reportedly behind the

attack, demanding a significant ransom payment.

Kaseya VSA Supply Chain Attack (2021): Hackers exploited a vulnerability in Kaseya's VSA software,
a remote monitoring and management tool used by managed service providers (MSPs), to deploy
ransomware to thousands of businesses worldwide. The attack impacted various organizations,

including schools, hospitals, and government agencies.

Policy and law

While the UN itself doesn't have a specific comprehensive cybersecurity law or treaty, it has
facilitated discussions and agreements among member states regarding cybersecurity. Here are

some key UN efforts in the realm of cybersecurity:

Group of Governmental Experts (GGE) on Developments in the Field of Information and
Telecommunications in the Context of International Security: The UN has convened multiple GGEs
to study and make recommendations on cybersecurity-related issues. These groups have
produced reports outlining norms, rules, and principles for responsible state behavior in

cyberspace.

Tallinn Manual: Although not an official UN document, the Tallinn Manual, produced by
independent legal experts, provides guidance on how international law applies to cyber conflicts
and cyber operations. It has been influential in shaping discussions around the legal aspects of

cyberspace within the UN and beyond.

Open-Ended Working Group (OEWG) on Developments in the Field of Information and
Telecommunications in the Context of International Security: Established in 2018, the OEWG is
another UN initiative focused on discussing norms, rules, and principles for responsible state

behavior in cyberspace. It aims to promote dialogue and cooperation among UN member states.

Global Cybersecurity Index (GCl): Developed by the International Telecommunication Union (ITU),
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a UN agency, the GCl assesses the cybersecurity capabilities of UN member states and provides a

global overview of cybersecurity measures and trends.

United Nations Office for Disarmament Affairs (UNODA): UNODA works on issues related to
disarmament, including discussions on cyberspace and cyber weapons. It facilitates dialogue

among member states on preventing conflicts in cyberspace and promoting international security.

OECD Recommendation on Digital Security Risk Management for Economic and Social Prosperity:
This recommendation provides guidance to governments and organizations on managing digital

security risks effectively to foster economic and social prosperity.

OECD Recommendation on the Protection of Critical Information Infrastructures: This
recommendation aims to enhance the resilience of critical information infrastructures (Clls) by

providing guidelines for their protection against cyber threats.

OECD Digital Security Risk Management for Economic and Social Prosperity: OECD Guidance for
Protecting Critical Information Infrastructures: This publication offers practical guidance on

implementing the OECD Recommendation on the Protection of Critical Information Infrastructures.

OECD Digital Security Risk Management for Economic and Social Prosperity: Devising Policy
Measures for Digital Security of SMEs: This document focuses on providing policy guidance for
enhancing digital security among small and medium-sized enterprises (SMEs), which are often

vulnerable to cyber threats.

OECD Going Digital Toolkit: While not specifically focused on cybersecurity, this toolkit provides
comprehensive guidance for policymakers on various aspects of the digital transformation,

including cybersecurity considerations.

European Union's General Data Protection Regulation (GDPR): Implemented in 2018, GDPR is a
comprehensive data protection law affecting any organization handling personal data of EU
citizens. It imposes strict requirements on data handling, including consent, data breach

notifications, and the right to erasure.

California Consumer Privacy Act (CCPA): Enacted in 2018 and came into effect in 2020, CCPA
grants California residents various rights regarding their personal information and imposes
obligations on businesses handling such data. It is one of the most comprehensive state-level

privacy laws in the United States.

NIST Cybersecurity Framework (CSF): Developed by the National Institute of Standards and

Technology (NIST), the CSF provides voluntary guidelines and best practices for organizations to
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manage and improve their cybersecurity risk management processes.

Cybersecurity Law of the People's Republic of China: Enacted in 2017 and implemented in 2018,
this law aims to safeguard China's cyberspace sovereignty, national security, and development
interests. It includes provisions for data localization, cybersecurity assessments, and the protection

of critical information infrastructure.

Network and Information Security (NIS) Directive: Implemented by the European Union in 2018,
the NIS Directive establishes cybersecurity requirements for operators of essential services and
digital service providers within the EU. It aims to enhance the overall level of cybersecurity across

member states.

Convention on Cybercrime (Budapest Convention): Drafted by the Council of Europe, the Budapest
Convention is an international treaty aimed at harmonizing national laws, improving investigative

techniques, and enhancing cooperation among signatory states in combating cybercrime.

Cybersecurity Strategy of the United States of America: The U.S. has various cybersecurity
strategies and laws, including executive orders, congressional acts, and agency directives. These
efforts focus on securing critical infrastructure, enhancing information sharing, and strengthening

cybersecurity defenses against evolving threats.

Yes, South Korea has implemented various laws and regulations related to cybersecurity to
address the growing threats in cyberspace and protect its digital infrastructure and data. Some

key cybersecurity laws and regulations in South Korea include:

Act on Promotion of Information and Communications Network Utilization and Information
Protection (Network Act): This comprehensive law governs various aspects of information and
communications technology (ICT) in South Korea, including cybersecurity. It establishes
requirements for protecting personal information, securing communications networks, and

preventing unauthorized access to computer systems.

Personal Information Protection Act (PIPA): PIPA regulates the collection, use, and handling of
personal information by both public and private sector organizations in South Korea. It mandates
measures to safeguard personal data and imposes penalties for violations of data protection

requirements.

Information and Communications Network Act (ICNA): ICNA regulates the operation and
management of information and communications networks in South Korea, including

requirements for cybersecurity measures, data protection, and network security.
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Act on Cyber Security (Cyber Security Act): This law aims to enhance cybersecurity measures and
protect critical information infrastructure in South Korea. It establishes requirements for

cybersecurity risk management, incident response, and information sharing among relevant

stakeholders.

Data Protection and Cybersecurity Regulations for Financial Institutions: South Korea has specific
regulations governing cybersecurity and data protection in the financial sector, including
requirements for financial institutions to implement cybersecurity measures, conduct risk

assessments, and report cybersecurity incidents.
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& At HAE & ’3}% WS sttt A5 A2 JAAuA(EA, AE, /A ),
A AZHA(F g, e, 2l 5)9F 22 tF v Al (mass media)E F3H] 574 TholAl
WA+ ARE AAsidct. 2=t AdHUS YA AufAl(new media)7t F73HA
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EHLY PR (e FH= AU AlA At @ﬂ‘%*@ﬂ(%ﬂ}‘ﬂ ] «]?l'
HejFs A7 A2 gE =7kl e AAEHAAERMAIET S, Distanzdelikt) 2 5 A oll,
FAH o 2= AAA BE w77 AR FE F Ae A EHY A ERERNETE,
Streudelikt)o] B2, FAAPY EA49 A ¢ oz YRk

O 5ol HaiEd Fafizte] 44 Boe} rhsfiate] 29 Afohe AR tE 7| EH

>

Agste AtolnR el 1A% x31E westelol shul, ALY HeldE Aol
BARoR Byo Hrbt AAHEE N8R A G4 8o Hvbel MAAE 1wl shel
Beratolol dris o2 gol 9l
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A2 FAsk Aalo] EAEA domz Wlo] HAtA EIE d& F IsAE =] ok
Aote YRR E FACIER] A wALH EE ¥ele o= ofA)a FelolE
(He] 5HAY #3 Ade WA v EfE oAl thEAoirh. Akl Wiy 2022,
10. 14, A3 2021\:}250735 FALE s AR ste 54T dso= WHelo] A JAr A
Beu Algo] fAed ¢ lvkal AASH Tt 2008, 10. 9. 4131 20060453146 A2 Rl
LAZE A4 o] isﬁ T rFEHoR AT  gloy ASETdEd B et 739
&3P W4T HYo] 9ok sk
2) SAATE AR YR AV|He A aARdLEe] sAARRD ] A 2y g
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- H AP A T2 (European Court of Justice, ECI)E AAEH P o] &} kA EH 3o
st AR HodE AdolA dHe AAZA ZAA(preliminary ruling)s F3te] 5
HeEld =EAola A M (mosaic approach)@ ©] 2] 54 A (centre of interests) 7N'd<= A H3t
TA S}l $kth. 53] Bolagsupplysningen HHA3)(0]dt «tiFd#47)S 229l FHl= HE7HsA
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#do| =7PE FA BZVFeA e FASkE H=oltt. t 3 RA(A48E )2 eDate FAN(H46
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TE GY3 E7HES A (single and indivisible application)2hi= oA 2ok}

2 AZE- A - W2 B4 A (time/location/context specificity) = S3HSZ2 = X EE A
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AAE O o &2 F ot =3 Agd AAAR 7|ES o] &3 UdHYA I3
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3) Bolagsupplysningen OU, Ingrid llsjan v. Svensk Handel AB, Case C-194/16, ECLI:EU:C:2017:766.
4) eDate Advertising GmbH v. X and Olivier Martinez, Robert Martinez v. MGN Limited, Joined Cases
C-509/09 and C-161/10, [2011] ECR 1-10269, ECLI:EU:C:2011:685.
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	한국의 이주민과 외국인 노동자 문제에 대한 국제법적 평가 (국문)
	한국의 이주민과 외국인 노동자 문제에 대한 국제법적 평가 (영문)





